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Bypassing Web Authentication and
Authorization with HTTP Verb

Tampering:
How to inadvertently allow attackers full access
to your web application
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: <security-constraint> :
| <web-resource-collection> '
: <url-pattern>/admin/*</url-pattern> ;
' <http-method>GET</http-method> '
: <http-method>POST</http-method> :
| </web-resource-collection> i
! <auth-constraint> ;
: <role-name>admin</role-name> :
! </auth-constraint> |
| </security-constraint> '
1 1
1 1
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<security-constraint>
<display-name>Example Security Constraint</di
<web-resource-collection>
<web-resource-name>Protected Area</web-res
<l-- Define the context-relative URL(S) to be pro
<url-pattern>/security/protected/*</url-pa
<l-- If you list http methods, only those methods
<http-method>DELETE</http-method>
<http-method>GET</http-method>
<http-method>POST</http-method>
<http-method>PUT</http-method>
</web-resource-collection>

</security-constraint>

splay-name>

ource-name>

ttern>

tected -->

are protected -->
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_________________________________________________________________________________________

<security-constraint>
<web-resource-collection>
<web-resource-name>site</web-resource-name>
<url-pattern>/*</url-pattern>
<http-method>GET</http-method>
</web-resource-collection>

</security-constraint>

<security-constraint>
<web-resource-collection>
<web-resource-name>site</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>

</security-constraint>
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' <authorization> '
! <allow verbs="GET" users="*"/> !
1 <allow verbs="POST" users="Kim"/> 1
i <deny verbs="POST" users="+"/> |
i <lauthorization> '
1 1
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_________________________________________________________________________________________

<authorization>
<allow verbs="GET" users="Admin"/>
<allow verbs="POST" users="Kim"/>
<deny verbs=OPOST,GETO users=0*0 />
</authorization>
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<authorization>
<allow verbs="GET" users="Admin"/>
<allow verbs="POST" users="Kim"/>
<deny verbs=0*0 users=0*0 />
</authorization>

_________________________________________________________________________________________
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Realm Properties HELP

*Name Description:
”SebReaIrn !Seb's Realm
Resource ] Sessian | Advanced |
- Resource £
Agent isebagent Lookup...

{ Web Agent )

Resource Filter: |i

Effective Resource:

sebagent(192.168. 1.9y

- —Authentication Scheme - Default Resource Protection —

Basic

=& Protected
" Unprotected

ok | cancel| Appy |

Realm SebRealm

(Image taken from support.bea.com)
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